PRISM 2006 SOFTWARE GUIDANCE #2:
THE PRISM SOFTWARE AND FIREWALLS

With the popularization of the internet, the term firewall is becoming more and more
common. Computer firewalls act as a barrier between computers on a network. For
example, if you work in a large company or know people who do, you may have heard
statements such as, "I can't use that site because they won't let it through the firewall."
For companies with a computer network or for individuals with a permanent connection
to the internet (such as through DSL or cable), a firewall can be important.

A firewall is simply a program that filters the information coming through the Internet
connection into your private network or computer system. If incoming information is
flagged by the firewall, it is not allowed through. Firewalls can come in the form of
hardware or software. Most PRISM 2006 Software users will have software firewalls.
Without getting into the complex details of how firewalls work, suffice it to say that they
function with a set of filters that are constantly monitoring traffic on the network.
Whenever information triggers one of the filters, the firewall prevents it from passing
through in an attempt to prevent damage. Of course, firewalls sometimes block wanted
traffic, and through a continual process of refinement, the filters can be customized to
improve their efficacy.

If you have a firewall installed, it is likely that the firewall’s filters prompted you to
“allow” or “unblock” access to PRISM when you first loaded the PRISM 2006 Software.
If you allowed or unblocked access, your firewall created an exception and will permit
you to synchronize with other users. If, however, you did not allow or unblock access
you may not be able to synchronize. One way that you can detect if a firewall is keeping
you from synchronizing is an error message which reads, “Cannot find the target
computer.”

In the following pages you will find guidance on how to allow access to PRISM when
you're first installing the software. Guidance is also provided on how to customize your
firewall filters manually. This guidance is for when you are not prompted to allow
access and you are having trouble synchronizing. Again, if you have a firewall installed
on your computer, allowing access to PRISM is necessary so that the PRISM 2006
Software is able to exchange information between your computer, the PRISM website,
and other reviewers.

The PRISM Helpdesk will provide technical support for four brands of software
firewalls:

1. Windows XP

2. Norton

3. McAffee

4. Zone Alarm



http://computer.howstuffworks.com/home-network.htm
http://computer.howstuffworks.com/category-computers.htm

WINDOWS XP FIREWALL - FOLLOWING SYSTEM PROMPTS

A. Open the PRISM application. Choose Unblock when prompted. If you are not automatically
prompted to Unblock the first time you open PRISM, please refer to the separate instructions
for creating a manual exception in the Windows firewall. After Unblocking connections, try
to synchronize from another computer. If synchronization succeeds your firewall is correctly

configured.

%= Windows Security Alert

"Q’T""'i

¥/ zome feahures of this program_

Do you want to keep blocking this program?

Keep Blocking |

MName: PRISM Instrument Host Application
Publisher: RDA Comporation

Unblock

Ask Me Later

To help protect your computer. Windows Frewall has blocked

r 4

Windows Firewall has blocked this program from accepting connections from the
Intemet or a network. f you recognize the program or trust the publisher, you can

unblock it. When should | unblock a program?

B. From the Start Menu, move the mouse pointer over Settings, then click on Control Panel.

C. Open the Windows Firewall Control Panel.

NOTE: If you do not find the Windows Firewall or Security Center Control Panel, you may not
have Windows XP Service Pack 2. These instructions apply only to Windows XP Service Pack 2

and greater.

1. If your Control Panel is in Classic View, double-click on Windows Firewall and skip to

step D.
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2. If your Control Panel is in Category View, click the Security Center icon.

¥~ Control Panel
File Edit View Favorites Tools Help

@Back - @ - @ |p5eard'1 [B Folders |v

Address Ia’ Control Panel

Control Panel PiCK a catEgory

[@ Switch to Classic View

&
%_) Printers and Other Hardware
“ Windows Update

Q Help and Suppart ? Metwork and Internet Connections m User Accounts

o Other Control Panel
Options

»

See Also

1 o Add or Remove Programs 7-9 Date, Time, Language, and Regional Options

is, Sp h, and Audio i Accessibility Options

Performance and Maintenance @ Security Center

3. In the Security Center, click on Windows Firewall.

ndows Security Center

W Security Center
Help protect your PC

>

@) Resources ~  Security essentials

Security Center helps you manage your Windows security settings. To help protect your
computer, make sure the three security essentials are marked ON. If the settings are not CN,

= Get the latest security and virus follow the recommendations. To return to the Security Center later, open Control Panel.
information from Microsoft What's new in Windows to help protect my computer?
= Check for the latest updates from
Windews Update % Firewall @ ON | ¥
= Get support for security-related
issues Ey =
‘¥  Automatic Updates © OFF | ¥
= Get help about Security Center
. Clhat”sge the way Security Center # Virus Protection © NOT FOUND | %
alerts me =
-~ Manage security settings for:

Internet Options ﬂ Automatic Updates

£y
g% Windows Firewall

At Microsoft, we care about your
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D. Make sure there is no check mark next to “Don’t allow exceptions.”

%= Windows Firewall x|

General | Exmpt'onsl Advanced

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network:.

@Fm&mﬂed}

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

( [~ Dont allow exceptions ’

Select this when you connect to public networks in less secure
locations, such as aiports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@(‘mmmﬂw}

Awoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

OK I Cancel

E. Define Firewall Exceptions.

1.

Click on the Exceptions tab.

2. Click the item labeled File and Printer Sharing.

3.

Click Edit.

%= Windows Firewall

Windows Firewall is tumed off . Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services: 2

e and Printe: ng
Microsoft Management Console
PRISM Instrument Host Application
Remote Assistance
[ Remote Desktop
[ UPRP Framework
[0 ¥erox Windows Print Driver Installer

3

Add Program... Add Port... H Edit... ig [Delete

e ——
¥ Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

OK I Cancel
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F. Edit the File and Printer Sharing service.
1. Click to place a check mark next to the item labeled UDP 137.

2. (Click OK to leave the Edit a Service window.

Edit a Service i x|

ou can individually corfigure the port(s) that are associated with this
service. To open a port, select the check bow next to it

Mame | Scope
LITCP 135 1 Subnet
: Subnet

1P 137 Subnet
CJUDP 138 Subnet

Change scope... | 2 l' Cancel

G. Click OK to close the Window.
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WINDOWS XP FIREWALL-CUSTOMIZE FILTERS MANUALLY OR ADD PRISM

A. From the Start Menu, move the mouse pointer over Settings, then click on Control Panel.
B. Open the Windows Firewall Control Panel.

NOTE: If you do not find the Windows Firewall or Security Center Control Panel, you
may not have Windows XP Service Pack 2. These instructions apply only to Windows XP
Service Pack 2 and greater.
1. If your Control Panel is in Classic View, double-click on Windows Firewall and
skip to step C.
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2. If your Control Panel is in Category View, click the Security Center icon.

§- Control Panel '}?_«
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3. In the Security Center, click on Windows Firewall.

¥ windows Security Center

<h

¥ Security Center

Help protect your PC

Security essentials

Security Center helps you manage your Windows security settings. To help protect your

computer, make sure the three security essentials are marked ON. If the settings are not ON,

= Get the latest security and virus follow the recommendations. To return to the Security Center later, open Control Panel.
information from Microsoft What's new in Windows to help protect my computer?

»

@) Resources

= Chedk for the latest updates from
Windows Update

@ ON | ¥

= Get support for security-related
issues

9 OFF | »

= Get help about Security Center

= Change the way Security Center
alerts me

© NOT FOUND | v

C. In the Windows Firewall Control Panel make sure there is not a check mark next to
“Don’t allow exceptions.”

= Windows Firewall B

General | Exceptionsl Advanced

Firewall is helping to pre

Windows Firewall helps protect your computer by preverting unauthorized users
from gaining access to your computer through the Intemet or a network,

@Fm&mﬂed}

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

Q‘ Don' allow mm

Select this when you connect to public netwarks in less secure
locations, such as airports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igniored .

@Fm&umﬂaﬂ

Avoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to wiruses and intruders.

What elze should | know about Windows Firewsll?

oK I Cancel
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D. Define Firewall Exceptions.

1. Click on the Exceptions tab.

2. Click the Add Program... button.

Emeralhdvanced I

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

Mame: |
| File and Printer Sharing
Microsoft Management Console
Remote Assistance
[] Remote Desktop
JUPRF Framewaork
[ ¥erox Windows Prirt Driver Installer

2

| Add Pot.. Ed... Delete

¥ Display a notfication when Windows Firewall blocks a program

What are the risks of allowing exceptions?

X

OK I Cancel
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3. Inthe Add a Program window, click Browse....

Add a Program x|

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is nat listed.

Programs:

@.ﬁrcl‘n"lap
@’Pfcﬂeader

E BOE Administrator

%% Corel WordPerfect

B Corel WordPerfect Suite Setup
FB dBASE PLUS

[ Dell ResourceCD

[D]DESI Lite

B, Desktop Administrator

= EpiData 3.1

4. Switch to the C drive.

5. In the upper right corner of the Browse window click the popup menu labeled

“Look in:.”

6. In the popup menu click on Local Disk (C:).

21X

|53 ECO Administrator
L, CD-RW Drive (D)
[=) Shared Documents
() My Documents
[C5) ECO Users's Documents
‘:g My Metwork Places
[C5) rtradping
EJUserDam
|2 WINDOWS
Egﬁndlhlpx.exe

My Documents

o«

My Computer

File name: I j Open I

Files of type: Iﬂpplications (".exe;” .com;”icd) j Cancel
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7. In the Select a Program window, navigate to the PRISM.host application and
double-click it. By default it is located at:

C:\ Program Files\ RDA\ PRISM\ PRISM.host
Double click on the Program Files directory. In that directory, double-click the RDA
directory, then the PRISM directory. Inside the PRISM directory double-click the file

named PRISM.host.
21
Lok in: | < Local Disk (C) B2 N« N B
| ! DELL
( Documents and Settings
: _./l e779609f2a1322d6996c9cb0bI336ee2
My Recent
Documents
]
e
|2 Python21
Bemiap RECYCLER
__)System Volume Information
I WINDOWS
| ™ |NTDETECT.COM
My Documents
ol
(oI File name: I j Open I
- Files of type: Iﬂpplicaﬁons " .exe;".com;"icd) j Cancel
E

8. Click OK to close the Add a Program window. If you are prompted with an error

“PRISM.Host.exe is already in the list of exceptions,” click OK, and click Cancel
in the Add a Program window.

Add a Program ; X|
To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.
Programs:

‘ Intemet Spades ;I
&Ja\ta Web Start

] ik

B Metadata Assistart

Q] Metadata Assistant Excel

Bl Metadata Assistart PP J

'a' Minesweeper
& Mozila Firsfox
[@]PictursViewer
@ Finbal

EF‘F{ISM.Hoa.m I

Path: IC:\Fmgram Files"\RDA\PRISMYPRISM. Host e Browse. .. |

coes

9. Make sure the PRISM.Host exception is enabled by clicking to place a check

mark next to PRISM.Host.exe in the Programs and Services list. Click OK to close
the Windows Firewall.
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WINDOWS XP FIREWALL - DISABLING THE FIREWALL

A. From the Start Menu, move the mouse pointer over Settings, then click on Control Panel.
B. Open the Windows Firewall Control Panel.

NOTE: If you do not find the Windows Firewall or Security Center Control Panel, you
may not have Windows XP Service Pack 2. These instructions apply only to Windows XP
Service Pack 2 and greater.
1. If your Control Panel is in Classic View, double-click on Windows Firewall and
skip to step C.

£ Control Panel
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2. If your Control Panel is in Category View, click the Security Center icon.

¥~ Control Panel
File Edit View Favorites Tools Help

@ Back = e - L—ﬁ |p5eard1 [E:" Folders

Address Ia’ Control Panel

Control Panel PiCK a catEgory

[ Switch to Classic View

See Also £

Printers and Other Hardware

% Windows Update
7] Help and Support Metwork and Internet Connections m User Accounts

Cther Control Panel
Options

g Add or Remove Programs F_Q Date, Time, Language, and Regional Options

is, Sp h, and Audio i Accessibility Options

Performance and Maintenance @ Security Center

3. In the Security Center, click on Windows Firewall.

‘Windows Security Center

@) Resources 2 Security essentials

Security Center helps you manage your Windows security settings. To help protect your
computer, make sure the three security essentials are marked ON. If the settings are not ON,

= Get the latest security and virus follow the recommendations. To return to the Security Center later, open Control Panel.
information from Microsoft What's new in Windows to help protect my computer?

Check for the latest updates from
Windows Update

* Get support for security-related
issues Fy -
r# Automatic Updates @ OFF | »
* Get help about Security Center :
" Change the way Security Center # Virus Protection © NOT FOUND &
alerts me = :
- Manage security settings for:

AL Microsoft, we care about your privacy.

&3 Firewall @ ON

Internet Options % Automatic Updates

Windows Firewall

rivacy statement.
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C. Disable the Windows Firewall. Click the button next to the item labeled “Off (not
recommended).”

%= Windows Firewall El

General | Emmptinnsl Advanced

Windows Firewall is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a networl.

@FM{rm:hﬂ

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Bxceptions tab.

I” | Don't allow exceptions
Select this when you connect to public netwons in less secure
locations, such as aiports. You will nat be notified when Windows

Firewall blocks programs. Selections on the Bxceptions tab wil be
ignored.

@ {* Off (not recommended)

Awoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewal ?

oK I Cancel
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NORTON PERSONAL FIREWALL 2006 - FOLLOWING SYSTEM PROMPTS

A. Open the PRISM application. When prompted, choose “Always allow connections...” from the
popup menu and click OK. If you are not automatically prompted to Allow the first time you
open PRISM or synchronize, please refer to the separate instructions for manually adding PRISM
to Norton’s permitted programs list. After allowing connections go to another computer and try
to synchronize with your own. If synchronization succeeds your firewall is correctly configured.

orton Personal Firewall |

@ High Risk @
Alert Assistant

PRISM . Host.exe is atternpting to listen for connections from
other computers,

Show Dietails

What do you want to do?

B. Open Norton Personal Firewall 2006 configuration window.
1. Double-click the Norton Personal Firewall icon in the corner of the Windows taskbar.
2. Click the Personal Firewall link.

3. Click Configure.

N ] |
Help &
Support ™

iorton Personal Firewall

& Biock Traffic ‘(@g)\:iveUpdate

iﬂ Options +

Norton Protection center] | Norton Personal Firewall
MNorton Personal Firewall |/

@ Securit 2 on Personal Firewall
Status & Settings )
— | @ Personal Firewall ) on Personal Firewal
Statistics pratects your
% computer from
Subscription Status @ Intrusion Prevention On unauthorized access,
@ Privacy Control on mare infa
_',"‘_ Ad Blocking 0ff
|
| T um OFf
i ——
| 8 Comee )
9 symantec. Norton®Personal Firewall 2006
o3t | [ReC [TRe|Exn [ovR [ A 1 —
@Dncumentl - Microsoft W, .. ”@Norton Personal Firewall |[@ Norton® |G Q? ﬁ ]E &)@9:41 Pt
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C. Make sure your network is trusted.

1. Inthe Norton Personal Firewall configuration window, click the Networking tab.

2. Click the Trusted tab.

3. Click the Wizard... button.

Nnrtun Personal Firewall

1

Fireweall | Pragrams Metwarking | Locations Advanced
Home Networking Zones mare info
Location: |H|:|me [Active) j

Identify computers that can and cannot access your computer.

Trusted Zone computers hawve full access to your computer. If you need to share files
and printers with other computers, place therm in the Trusted Zone.

R\Z icted ers cannot comrmunicate with your computer.

| e Restricted

Type | Address

Xl

D. Allow the Wizard to automatically create an entry for your trusted network. You will not need to

modify any of the Wizard's settings. Click Next several times, then Finish.

El ] 57| | © Home Network Wizard x|
Home Network Wizard Home Network Wizard
The Home Metwork ‘Wizard configures the Personal Firewall to allow your computer to The table below shows network adapters installed on your computer.

communicate with other computers an your home netwark Click Next to Continue.

Advanced users: The Home Network Wizard configures the Personal Firewall to allow
Click Next to begin access to computers that have the same subnet mask as each adapter. Uncheck the
Autoconfigure Adapter check box for any adapter that should not provide this type of
access

Network Adapters Found
Adapter Name: | PCI Bus Master Adapter

Autoconfigure Adapter:| ¥
Subnet Address: 152.166.1.0
Subnet Mask: | 255.255.255.0
Hardware Address: 00-AD-CC-35-F8-B3

= e y g -
= Bk (l Diext = I) Cancel < Back hlext = Cancel
S —
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(&) Home Network Wizard = 1| Wl 5 Home Network Wizard x|

Home Network Wizard Home Network Wizard
Select one ar mare locations where these home network settings should be used. Click Finigh to configure the Personal Firewall. Click Back to change configuration
s information. Click Cancel to exit the Home Netwark Wizard

Selected Adapteris)

= PCI Bus Master Adapter
" Default

Selected Locationis)

Hi A

~ ome (Aerive) i
[~ Office Home (Active)

Office
~ Away Away

|

Select All Deselect All

o~ — ~ —

‘ = Back Q ext = J’ Cancel ‘ = Back ‘ Eirish ! Cancel

E. Click OK to close the Norton Personal Firewall configuration window.

Norton Personal Firewall x|
Fireswall | Frograms Metwarking I Lacations | Advanced
Home Networking Zonhes more inta

Location: |H0me (Active) =l

Identify computers that can and cannot access your computer.
Trusted Zone computers have full access to your computer. If you need to share files
and printers with other computers, place therm in the Trusted Zone.

Restricted Zone computers cannot comrmunicate with your computer.

° Trusted e Restricted

|Type |Address
IP: 192.1658.1.0 -
Mask: 255.255.255.0

etyork Address

Add... ‘ | Remoyve | ‘ Wizard...

F. Close Norton Personal Firewall by clicking the X in the upper right corner of the window.

Norton Personal Firewall

Help &
Support ™

Q Block Traffic

((‘a))l:i\reUpdate Iﬂ Options -

Norton Protection center] | Norton Personal Firewall
Morton Personal Firewall |I

I @ Security [l Personal Firewall
Status & Settings .
= ] [ @ Persanal Fireweal on Personal Firewsll
[t P P remkacks wmw

G. Try synchronizing from another computer. If problems persist, make sure the Windows Firewall
and any other firewalls are disabled. See instructions for disabling the Windows Firewall.
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NORTON PERSONAL FIREWALL - CUSTOMIZING FILTERS MANUALLY OR ADDING PRISM
A. Open Norton Personal Firewall 2006 configuration window.

1. Double-click the Norton Personal Firewall icon in the corner of the Windows taskbar.

2. Click the Personal Firewall link.

3. Click Configure.

I:I Norton Personal Firewall : :.' ;Iglﬂ
((g;)) ) [ ) Help &
° Black Traffic Livelpdate M Options + i Support'

Norton Protection center] | NOrton Personal Firewall
Morton Personal Firewall /

@ Securit 2 on Personal Firewall
Status & Settings .
— ] @ Personal Firewall ) on Personal Firewal
Statistics probecks your
X computer from
Subscription Slatus @ Intrusion Prevention an unauthorized access,
@ Privacy Control on mare infa
A, ad Blocking off
|
| Tum Off
i ——
| 3 )
9 symantec. Norton- Personal Firewall 2006
o34 [REC [TRE ExT [ovR [ G 1 —
@Documentl - Microsoft W... ”@Norton Personal Firewall |I@ Norton® |E <H§ 'ﬁf&)wg:‘ﬂ it
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B. Open Programs Configuration tab.
1. Inthe Norton Personal Firewall configuration window, click the Programs tab.

2. Make sure the word “Active” appears next to the Location field. If it does not, click to the
right of Location and choose the location listed as “Active.”

3. Scroll through the list of programs under Manual Program Control. If PRISM Instrument
Host Application appears in the list, skip to step F.

Norton Personal Firewall

Frograms

Program Control mare info

Lacation: 2 vl

Automatic Program Control

x|

Firewall [4etwarking | Locations | Advanced

Autaomatically customize Internet access settings for commaon Internet programs.
Autormnatic Program Cantrol only configures access for versions of programs that
Symantec has identified as safe.

¥ Turn on Automatic Program Control

Manual Program Control

Create custom Internet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Program | Inkernet Access =
Microsoft Services and Controller Application w Automatic _I
G) RealMetworks Dynamic App Launcher w Block Al 3
B] Symantec Configuration “Wizard w Automatic J
-
| Add... | | toddify... | | Remove | | Program Scan... |
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C. Click the Add button to select the PRISM application.

Norton Personal Firewall |
Firewall Programs | Metwarking | Locatians | Advanced
Program Control more info

Location: |H0me {Active) j

Automatic Program Control

Automnatically customize Internet access settings for commaon Internet programs.
Autormnatic Program Caontrol only configures access for versions of programs that
Symantec has identified as safe.

¥ Turn on Automatic Program Control

Manual Program Control

Create custorn Internet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Pragram Scan.

Program | Internet Access -
Microzoft Services and Controller Application w B tomatic _I
G) FiealMetworks Dynamic App Launcher w Black Al
B] Syrantec Configuration YWWizard w Atormatic
-
Add... faddify... | | Remove | | Program Scan...

D. In the Select a Program window, navigate to the PRISM.host application and double-click it. By
default it is located at C:\Program Files\ RDA\ PRISM\ PRISM.host

Norton will automatically open the Program Files directory. In that directory, double-click the
RDA directory, then the PRISM directory. Inside the PRISM directory double-click the file named
PRISM.host.

If after double-clicking PRISM.host you receive an error suggesting the application or rule
already exists, you may dismiss the error and continue to step F.

2l
x| = @ ek E-
| accessaries [CAMcafes -
[:I.C\dobe [:IMcAfee.com [:IReaI
|1 aladdin Systems [CArmicrascft frontpage [CdsecCopy
[:I Audio C0 Maker [:I Micrasoft Office [:I Stomp
|_laodiogalaxy Satelite [CAMicrosoft SQL Server [ 5tomp CD Software
"1 Common Files [ Micrasaft WSE i Symantec
|_1ComPlus Applications [CAMozila Firefox A Techsmith
| directx DNetMeeting _IUninstall Infarmation
| Diskeeperks [CIMarton Persanal Fireweall COYERITAS Software
| IESRI [ ow Software i Winarnp
| Executive Software Ca0outiaok Express Ca%Windows Media Flaver
| InstallShield Installation Information ([ Paint Shop Pro 5 Cawindows WT
D Internet Explorer D CuickTime _I Windowslpdate
4] | 2
File name: I j Open I
Files of type: IExecutahIes [* ewe) j Cancel |
A

Norton Personal Firewall -Customizing Filters Manually or Adding PRISM 3of4



E. When prompted, click on the popup menu below “What do you want to do?” and choose Permit,
then click OK.

Norton Personal Firewall ' |

Program Control

Click the appropriate option to control Internet access for
PRISM Host,

What do you want to do?

IPermit j
o4 |

F. Make sure PRISM’s Internet Access is set to Permit All.

1. Scroll through the list of programs under Manual Program Control to locate PRISM
Instrument Host Application. On that line, make sure the entry in the Internet Access
column is set to Permit All. If it is not, click on the triangle and choose Permit All from
the popup menu.

2. Click OK to exit the Norton Personal Firewall Configuration window.

Nurtun Personal Firewall x|
Firewall Frograms I Metwarking | Locations | Advanced
Program Control more into

Location: | Home (Active) |

Automatic Program Control

Autamnatically customize Internet access settings for common Internet programs.
Automatic Program Contral only configures access for versions of programs that
Symantec has identified as safe.

¥ Turn on Automatic Pragram Cantral

Manual Program Control

Create custom Internet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Prograrn | Inkternet Access =

Microsoft Services and Controller Application w Automatic

G) RealMetworks Dynamic &pp Launcher = Block &l

| Al | | todify... | | Remove | | Program Scan...

2 (i

G. Close Norton Personal Firewall by clicking the X in the upper right corner of the window.
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MCAFEE FIREWALL CONFIGURATION - FOLLOWING SYSTEM PROMPTS
A. Open the PRISM application and attempt to synchronize with another user.

B. Click Grant Access when prompted. If you are not prompted to Grant Access the first time you
try to synchronize, please refer to the separate instructions for manually granting access. After
granting access go to another computer and try to synchronize with your own. When other users
can synchronize with your computer your firewall is correctly configured.

e e B S S S S B RRRs5:355558 ae e a ae epasaai|

Select Review

W Synchionize @ (pen Seleoted Review Edlit Feviewer List

Feview ID [ Description I

Synchronize Reviews . x|

Password

McAfee Personal Firewall Plus

Application Wants to
Access the Internet

[ Select Server
 Syrchronize with the PRISM Software website

@ Synchianias with ancther user [carputerta-computer)  Computer Name: [sprondi50, 2

The program PRISM Instrument Host
Application is requesting access ta the
Internet. Do you wank to alow it?

- Change of Assignmen
Path: C:{Program FilesiRDAPRISM

# Do not change any assignments IPRISM. Hast 2xe
 ssign alitems curently assigned to me (o another user o the PRISM Software Website
1\, Mcafee...
Does not recognize this application.
Tell Mcafee about this program.

£ ssign altems curently assigned to the PRISM Software \Websie to me

Progn

L]

Connecting to the remate computer...

(%) Tusmnt b,

nce

*mor
@ Block All Access
[ Help me chooss

G B | Concdl |

C. Open the Personal Firewall Options.

1. Open the McAfee Security Center by double-clicking the McAfee icon in the corner of the
Windows taskbar.

2. Click the Personal Firewall tab on the left hand side of the Security Center window.

3. Click on the Options link.

il

gupdates 5:; support (@) helo

M McAfee SecurityCenter

(¢ 4 Personal Firewall Plus is currently protecting your computer from hackers.
\ Click here if you want to disable Personal Firewall Plus,

my security

center @) Personal Firewall Plus Help (& About Personal Firewall Plus

I want to... , 3

View the Firewall Summary
Viewr a non-techniical report of your firevwall's
activiey.

adify our settings and use
Savaneetrenal tools.

persanal
irewall plus

privacy
service

ﬂ.

spamkiller

View the Internet Applications List
Wiew a list of Internet Applications allowed or
blacked by vour firewall,

View the Event Log
Wiewr a highly detailed report of your firewall's
activity.

44 Lockdown My Computer

“4) Switch your Serurity Level to Lackdown to
™ block all netwark traffic, incuding browsing,

email and Mcafee Update checks

% Test My Firewall
Test my firewall For possible wulnerabilty to
atkacks,

Track an Attack
visually brace the origin of a suspected
atkack,

i
_| Bpocuments - icrosoft w. .. || [[iMcafes SecurityCenter

1 kik;
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D. Within the Personal Firewall Options window, click on the Trusted & Banned IPs.

@) McAfee® Personal Firewall Plus % =0 x|

File Edt View Event Help

Summary

Alert Settings Event Log Settings
Corfiqure alert settings \ Corfigure what events are lagged

Security Settings . Run Setup Assistant
Corfigure advanced security settings s Easly configure your frewall settings

Internet

Applications

Reset Dptions
Returm your settings back to the original values

Tools
Trusted & Banned IPs Traffic Monitor
Manage access bo your computer View the status of your Internet connection

System Services
Expose service ports to the outside workd

Mehfee .
personalfirewallplus O tecktonn [ seti: @) ]
. Options

?U Settings

Standard 5ecurity ¥ | |IP Address: 1921681100 Metmask: 266265 266.0

B [

E. Make sure your network is Trusted.

1. Within the Trusted and Banned IP Addresses window, click on the Trusted IP Addresses

tab.

2.  Within the Trusted IP Addresses tab, make sure there is a check mark next to “LAN.”

3. Look at your IP address, shown in the lower left corner of the Personal Firewall window,
and make sure it is within the range of IP addresses shown next to the word “LAN.” For

example, here the range is from 192.168.123.0 to 192.168.123.255, but the IP address

192.168.1.100 is outside that range.

If your IP address is not within the range, then add a range as described in steps F, G.

&) Trusted and Banned IP Addresses - McAfee® Personal Firewall Plus

3] Trusted IP Addresses % E] Banned IP Addresses

Trusted IP Addresses

|P Address Mod\fiadl Expiresl D escription
2 ] LAN 192168.123.0t0 192.168.123.255 Automatically added by the Setup Assistz

Add Edit Remove

Description
Automatically added by the Setup Assistant.

Help | Ok I Cancel

d

r—r

3

ity ™ q EAddless 192.188.1.1Eietmask: 255.255.255.0
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button.

(¥ Trusted and Banned IP Addresses - McAfe ersonal Firewall Plus

Trusted IP Addresses

m Banned IP Addresses

E[] Trusted IP Addresses

Trusted IP Addresses

| IF Address | Modifiedl Expiresl Description
LAM 192.168.123.0 to 192.168.123. 285 Autoratically added by the Setup Assist:

4| | B

Add | . Edit Femave

Description
Automatically added by the Setup Assistant.

Help | QK I Cancel |

LS

[

ity ¥ IP Address: 192.168.1.100 Metmask: 265 2662560 v

McAffee Firewall -Following System Prompts
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G. Enter the range of trusted addresses.
1. Click the button next to An IP Address Range.

2. In the field labeled “From IP address” enter the first three sets of numbers shown in your
IP address, but after the last dot use 0 rather than the number from your IP address. In
this example, since the IP address is 192.168.1.100, you would enter 192.168.1.0.

3. In the field labeled “To IP address” enter the first three sets of numbers shown in your IP
address, but after the last dot use 255 rather than the number from your IP address. In
this example, since the IP address is 192.168.1.100, you would enter 192.168.1.255.

4. Click OK.

€Y Add Trusted IP Address Rule x|

"r & Single IP Address

1 IP.ﬁ.ddress:I 192 183 . 1 . 0

* in [P Address Range
2 (From IP Address: | 1% . 168 . 1 . 0

o IP Address: | 192 . 168 . 1 . 255

3

™ ke this rule expire on: |11/ 2/2005 || 4:48:48 v =

Descripkion:

(Enter an Optional Description Here)

-

H. Close McAfee.

1. Close the Trusted and Banned IP Addresses window by clicking OK.

2. Close the McAfee Personal Firewall window by clicking the X in the window’s upper
right corner.

3. Close the McAfee Security Center by clicking the X in the window’s upper right corner.

L. Try to synchronize with your computer from another computer. If problems persist make sure
the Window firewall on your computer.
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MCAFEE FIREWALL: CUSTOMIZING FILTERS MANUALLY OR ADDING PRISM

A. Open the Personal Firewall Options.

1.

Cy

\

my security
center

@

SCan

&

personal
irewall plus

-

&
privacy
Service

spamkiller

Open the McAfee Security Center by double-clicking the McAfee icon in the corner of the
Windows taskbar.

Click the Personal Firewall tab on the left hand side of the Security Center window.

Click the View Internet Applications List link.

M McaAfee SecurityCenter

Mektos
securitycenter”

S 1eT

eﬁupdates 5‘] suppork 9) help

=

Personal Firewall Plus is currently protecting your computer from hackers.
Click here if you want ko disable Personal Firewall Plus,

@ Personal Firewall Plus Help

I want to...

(\n‘iew the Internet Applications List, LV Test My Firewall
\g Tesk my Firewall For possible walnerability ko

view the Firewall Summary
Wig n-technical repart of vour firewal's
acti 3

blocked by your Fireweall,

View the Event Log
Wiew a highly detailed repart of your fireveall's
activity,

Lockdown My Computer

Switch your Security Level ko Lockdown ko
black all netwark traffic, including browsing,
email and McAfee update checks.

O about Personal Firewall Plus

€y Options
=3 PReview and modify your settings and use
advanced Firewall tools,

attacks,

Track an Attack
WYisually trace the origin of a suspected
attack,

<]

4|

1
J @Ducumentl - Microsoft W, .. ImMcAfee SecurityCenter

[y

G FoafD)

1

430 PM
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B. Within the Internet Applications window click New Allowed Application.

& McAfee® Personal Firewall Plus =10

File Edit Wiew Application Help

Mchfee
personalfirewallplus ) oo [ serings @) i

Internet Applications

= Application Marme | File Mamne | Permissions | -

Summary 1 Generic Host Process For Win3Z2 Services  svchost.exe Allow Full Access
McAFee Personal Firewall Console MpfConsole.exe  Allow Full Access

1 Mcafee Personal Firewall Service MpfService.exe  Allow Full Access

m McAFee Personal Firewall Tray Monitor — MpfTray.exe Allow Full Access
mMcAFee Security HTML Dialog mghtml.exe Allow Full Access

Internet @Mcnfee SecurityCenter Update Engine mcupdate.exe  Allow Full Access
Applications mMcAFee SecurityCenter Update Info rcinfo. exe Allow Full Access
mMcAFee SecurityCenter Update Manager mcupdmgr.exe  Allow Full Access

? McAFee Wisual Trace vt exe Allow Full Access
x @ RealMetworks Dynamic App Launcher rndal.exe Allow Full Access
Inbound 198 services and Controller app SERVICES.EXE  Allow Full Access LI

Events
@ Application Details ﬁ Mew Allowed Application % Mew Elocked Application

Change Permission To...

% @ Generic Host Process for Win32 Services 5.0

Microsoft Corporation
28 allow Full &
CHWINNT, system32svchost, exe o Pl Aneess
g Outbound Access Only

‘ Elock This Application

Options

Permission: &llow Full Access
Rule created on: 11/1/2005 4:22:39 FM

This application has Full Access to the Internet. It is possible For this application to send and

receive data with any computer, f Delete application Rule

p Get: More Information
Standard Security * IP Address: 192.168.1.100  Metmask: 255.255.285.0 v
C. Select the Prism application. By default it is located at

C:\ Program Files\ RDA\ PRISM\ PRISM.host

McAfee will automatically open the Program Files directory. In that directory, double-click the
RDA directory, then the PRISM directory. Inside the PRISM directory double-click the file named

PRISM.host.
& select Application to Allo 2 x|

Look in: I {23 Program Files j o= ¥ Ef-
|1 Accessories [ iInternet Explarer [ GuickTime
|1 adobe ClMcafes -
"1 Aladdin Systems CMcAFee. com Clreal
I_ 1 Audio CD Maker Cmicrosoft frontpage (| SecCopy
1 Audiogalaxy Satellite [ Microsaft Office [ | Stamp
|1 Comman Files [ Microsoft SQL Server [ s5tomp CD Software
"1 ComPlus Applications [ Microsoft WsE C A Techsmith
| ldirect: CMozila Firefox | Uninstall Information
|| Diskesperiks I MetMeeting CIVERITAS Software
|_1ESRI COMow Software i | Winamp
| 1Executive Software 1 outlook Express Cawindows Media Player
| InstallShield Installation Information (2 Paint Shop Pro 5 Cawindows MT

| | 2

File narne: I j Open I
Filez of type: I.&pplicatinns [*.exe] j Cancel |
4
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D. If you see a notification that “a rule for this application already exists,” click OK.

£y Select Application to Allo x|

A rule For this application alkeady exisks,
Please update the existing rule,

)4

E. Locate the PRISM Instrument Host Application in the list and make sure the Permissions column
for that line is set to “ Allow Full Access.” If it is not, click the right hand mouse button in the
permissions column of that line choose “Allow Full Access” from the popup menu.

€Y McAfee® Personal Firewall Plus =10l ]

File Edit Wiew Application Help

Mcafes’
personalfirewallplus O wotcom A sotinas @)

Internet Applications

?‘ Application Name | File Name | Permissians |~
Summary 2 Generic Host Process for Win32 Services  svchost,exe Allow Full Access
McAFee Personal Firewall Console Mpfonsole.exe  Allow Full Access
R Mchfes Personal Firewall Service Mpfservice.exe  Allow Full Access
EMCAFEE Personal Firewall Tray Monitor — MpfTray.exe Allow Full Access
mMcAFee Security HTML Dialog mghtrml. exe Allow Full Access
Internet é)McAFee SecurityCenter Update Engine  mcupdate.exe Allow Full Access
Applications mMcAFee SecurityCenter Update Info meinfo.exe Allow Full Access
mMcAFee SecurityCenter Update Manager mcupdmgr.exe  Allow Full Access
r . i vk exe Allow Full Access

- 3

Inbound @ Realetworks Dynamic App Launcher rndal.exe Allo j
Events

&,

Options

@ Application Details 8§ New Allowed o Block This Application pplication

PRISM Instrument Host Application 1.0 Delete Application Rule Change Permission To...
RO Corporation . B slow Ful &
C:\Program Files\RDAPRISMIPRISM Host exe G2k it rflmniefien B Alow FLE Access
Q Cutbound Access Only

Permission: BLOCKED Aenf
Rule created on: 11/3{2005 11:29:09 FM @ slock This Appication

This application is Blocked from access to the Internet and cannot exchange data with any

computer _f Delete Application Rule

83 et Mare Infarmation

Standard Security ¥ IP Address: 192.168.1.100  Metmask: 255255 285.0 v
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G.

9 Mcafee® Personal Firewall Plus

Fiz Edt Wiew Application Help

F. Open the firewall Settings by clicking the Settings link in the upper right corner of the Personal
Firewall Plus window.

=10l

: _|o
personalfirewallplus & Lockdow.@) helo

Internet Applications

£

i

pplication Name | File Mame | Permissions |A
Summary 12 Generic Host Process for Win32 Services  svchost.exe Allow Full Access
McAfaa Personal Firewall Consale MpfConsole.exe  Allow Full Access
2 McAFee Personal Firewall Service MpFiervice.exe  Allow Full Access
m Mtnfaa Personal Firewall Tray Maonitor MpfTray.exe Allow Full Access
mMcAfee Security HTML Dislog mghtml.exe Allow Full Access
Internet @Mcnfae SecurityCenter Update Engine  mcupdate.exe  Allow Full Access
Applications mM:Afss SecurityCenter Update Info meinfo.exe Allow Full Access
[ Mcafes SecurityCenter Update Manager mcupdmgr.exe  Allow Full Access
McAfee Wisual Trace mukx, exe Allow Full Access
@ Realletworks Dynamic App Launcher rndal.exe Allow Full Access
9 Services and Controller app SERVICES.EXE  Allow Full Access LI
@ Application Details ﬂ Mew Allowed Application % Mew Blocked Application
@ Generic Host Process for Win32 Services 5.0 EERRER o ...
Microsaft Corporation
Allow Full 4
Options CHWINNT\system32isvchast.exe é’ o Full Aceess
& Cuthound Access Only
Permission: &llow Full Arcess A
Rule created on: 11412005 4:22:33 PM @ elock This Appication
This application has Full Access ko the Internet. It is possible For this application to send and &
receive data with any computer, J Delete Application Rule
9 Get More Information
Al
Standard Security ¥ | |\F’ Addiess: 192.168.1.100  Metmask: 255 255.255.0 A

If the Security Level slider is set at Lockdown, drag it to a lower Security Level.

@ Security Settings E Alert Settings f Event Log Settings

Security Level
Lackdawn [Dirag the slider up or down to change your Security level

Current Setting: Standard

I Standard security. the firewall will prompt vou when new applications request to access
the: Internet

Open

Additional Security Settings
[T Record Intrusion Detection [ID5) Events in Inbound Events Log*

[T Accept ICMP ping requests ¥ llow restricted users to change Personal Firewall settings

* Intruzion Detection [ID5) analyzes all inbound traffic for advanced security threats

Help | oK I Cancel

LS

H. Close McAfee.

1. Close the Firewall Settings window by clicking OK.

2. Close the McAfee Personal Firewall window by clicking the X in the window’s upper

right corner.

3. Close the McAfee Security Center by clicking the X in the window’s upper right corner.
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ZONE ALARM FREE VERSION - FOLLOWING SYSTEM PROMPTS
NOTE: this product is very similar to ZoneAlarm Pro and EZ Firewall.

A. Allow PRISM to act as a server.

1. Open the PRISM application. When prompted, click to put a check-mark in the box next
to “Remember this setting.” If you are not automatically prompted to Allow the first time
you open PRISM, please refer to the separate instructions for manually adding PRISM to

ZoneAlarm’s trusted programs list.

2. Click Allow. After allowing connections, try to synchronize from another computer. If

synchronization succeeds your firewall is correctly configured.

' T

“ / SERVER PROGRAM

PRISM Instrument Host Application is
trying to act as a server.

|dentification: Mot available in £ onedlarm
Application: PRISM Host exe
Source [F; 0.0.0.0:Port 8031

More Information Available:

Thiz program has changed zince the last time it ranl

(Smart[} efense Advisor

= Wihant to have fewer alerts?

1 Firnd ot by,

B. Open Zone Alarm by double-clicking its icon in the Windows taskbar. NOTE: It's icon may
change appearance when your computer is communicating with the network.

W EHD % D0 > 503PM

Zone Alarm

|QEAEJ%$@EI 0 5:04PM
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C. Configure the Trusted Zone Security and Advanced options.
1. Click the firewall button on the left hand side of the ZoneAlarm window.
2. Click the Main tab in the upper right corner of the ZoneAlarm window.

3. Drag the Trusted Zone Security slider to Med.

4. C(Click the Advanced button.

0/ x]

N B erocrams

Py
IN
INTERNET
outim [—j All Systems Active
2 @ Help
Firewall ‘ Main | Zones
1 ~ The firevvall protects you
verview

;mmtdangerous fraffic. f _ High: Stealth mode. *our computer is hidden
a3t Zones. High and protected from hackers. Sharing is
. not allowed. This setting is
Internet Zone: For recammended for the Intemet Zane.
Program  Rrotection from unknovwn I
Control  computers.

Anti-vitus  yteq Fone: For
Monitoring  sparing with trusted
E-mail  COmputers.
Protection

Medium: Sharing mods: Computers can see your
computer and share its resources. This

} setting is recommended for the Trusted
Wed. 3 Zonhe only.

The Internet Zone

Alerts & Logs  Contains all of the
computers on the Wiek by
default. Usethe Zones
tab to add computers to
the Trusted Zone

For more advanced 4
cortral of Zones,

including networking,

privacy controls, sand

creation of a Blocked

Zone, choose Zonedlarm

Pra

W Reset to Default

A Hide Text
o

D. Disable the Windows Firewall.
1. Click the box to place a check mark next to the item labeled Disable Windows Firewall.
2. Click OK.

Advanced Settings x|

Security

[T Block Trusted Zome servers

[T Block Internet Zome servers

[ &llow uncommon protocols at high security

r Al Dutg_oing DNS.-"DHEF' in Trusted
Zone on High setting
Allow Outgoing DNSADHCP in Internet
Zone on High setting

I Lack host file 1

@ Dizable Windows Firewa‘lb

2‘[ QK _']-[ Cancel ]
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E. Configure your network as a Trusted Zone.

1. Near the top-right of the ZoneAlarm window click the Zones tab.
2. Click in the zone column of the row labeled Adapter Subnet and choose Trusted from the
popup menu.
3. Click Apply in the lower left corner of the ZoneAlarm window.
O] x|
ol e N OB 8 erocrams
INTERNET Ut#“““““ @ U All Systems Active 1
Hel|
Firewall Main Zones
_ Use this tah to acd Hame IP Address | Site Entry Type 3
Ovel
e ;”;"S:‘:i’fu;”;”ﬁ:;'ks 3Com 3920 Integ... 192.168.1 1004255.255.255.0 adapter subret | Trusted ' 2
Firewall Loophback adapter 127.001 P Address | Trusted |
Example: Put & computer
Program = OF network you wart to
Control  =hare with inta the
Trusted Zane.
Anti-virus
Monitoring ) traffic sources not
E-mail listed here are in the
Protection Internet Zone by default
Alerts & Logs
Entry Detail
Mame 3Com 3C920 Integrated Fast Ethernet Controller (3CA0SC-TX Compatible) - Packet Sche...
Zone Trusted
Entry Type Adapter Subnet
IP Address f Ste 192168.123.93/255.255.255.0 =0 {___I
3
o Hide Text

E. Close ZoneAlarm by clicking the X in the upper right corner of the ZoneAlarm window.
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ZONE ALARM FREE VERSION: CUSTOMIZING FILTERS MANUALLY OR ADDING PRISM
NOTE: this product is very similar to ZoneAlarm Pro and EZ Firewall.

A. Open Zone Alarm by double-clicking its icon in the Windows taskbar. NOTE: It’s icon may
change appearance when your computer is communicating with the network.

W ED %0 s03e

Zone Alarm

AR % LD 1 5:04PM

B. Begin adding PRISM to ZoneAlarm’s Programs list.

1. Click the Program Control tab on the left hand side of the ZoneAlarm window.

2. Click the Programs tab in the upper right corner of the ZoneAlarm window.

3. Click the Add button.

=101

E ._.. | @ N OB erocrams
L-i All Systen tive
2 Hel
Preram Control Main Programs
_ These are the programs Access Server
OVETVIEW gt have tried to acoess GecDiEmert Trusted Internet Trusted Irternet
the Internet or local ™ mpplication Layer Gateway Service ? ? ? ?
1 Firewan network, along with the Fret i 42 2
permissions they were & Firetox [3
given. ™ =eneric Host Process for wing2 Sere. | of J J X
Control i
— Change program &8 coToMesting 4 r ? ?
MA“‘;""_“S permissions by left {8 Internet Explorer J J ? ?
onitoring i —
Ehckmg"l.ha #, 7 and Microzoft Word ? X ? X
E-mail 'check"icons.
Protection : Spooler SubSystem App ? X ? X
Arcess: tA”D:‘tVS al ™ s6L Server Service Manager ? X ? X
Alerts & Logs = Programto actively .
retrigve information on : TCPAR Ping Commeard J J ? ?
the Internet or netwark. J windows Explarer J J ? ?
Server: Mllowes & program Eﬂ' Zone Lahs Client ? ? ? ?
to pazsively isten for
unsolicited contact from
the Internet or network.
Wery few programs
require server rights.
Send Mail: Allows &
program to send and
receive e-mail.
Entry Detail 3
Frocuct name Microsoft@Window s Operating System
File name CNDOWEaystem3I2alg exe
Last policy updste Mot spplicakble Add )
“ersion 5.1 .2600.21580 (xpsp_sp2_rtm.040803-2158)
Last modified date G/3/2004 23:56:45
File size 43 KB
A Hide Text
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C. Inthe Select a Program window, navigate to the PRISM.host application and double-click it. By
default it is located at C:\Program Files\ RDA\ PRISM\ PRISM.host

ZoneAlarm will automatically open the Program Files directory. In that directory, double-click
the RDA directory, then the PRISM directory. Inside the PRISM directory double-click the file
named PRISM.host.

Add Program

o

My Recent
Documents

Deskiop

4

My Documents

-r
@™
My Computer

21
Look in: IE} Program Files j - % E3-
L) Adobe [CLeica Geosystems m
T ArcGIS [C)Microsoft ActiveSync [ Synaptics
|_)Business Objects [C)microsoft frontpage Chu
|- Citrixc [C)Microsoft Office —3Uninstall Information
L) Comman Files [C)Microsoft SQL Server Chwindows Media Player
IC7) ComPlus Applications [ Microsoft WSE (D wWindows NT
| ) CONEXANT [C)Movie Maker I WindowsUpdate
\C7) Crystal Decisions [C)Mozilla Firefox CwinzZip
\T)dBASE [CTMSN Gaming Zone [Chxerox
\C)DESI [CIMetMeeting [C3)Zone Labs
\C)EpiData [C)OfficeUpdate11
\_JESRI [C)Outiook Express
| Installshield Installation Information  [C5jPayne Consulting Group
I Intel [CQuickTime
|C2) Internet Explorer |3 Rainbow Technologies
| | |
File name: I j Open I
Files of type: IEmecutabIe Files [~.exe;”.com;”scr) j Cancel |
P
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L oA B W

Overview

Firewall
Program
Control

Anti-virus
Monitoring

E-mail
Protection

Alerts & Logs

INTERNET ']

Program Control

These are the programs
that hawve tried to access
the Internet or local
network, along with the
permiszions they were
given.

Change program
permissions by left
clicking the ¥, ¥ and
"check" iconz.

Access: Allows a
program to actively
retrieve information on
the Internet or netweark.

Server: Allowws a program
to passively listen for
unsdlicted contact from
the Internet or netwwork.
“ery feww programs
reguire server rights.

Send Mail: Allowws a
program to send and
receive e-mail.

D. Enable network access for PRISM by clicking each question mark to the right of “PRISM
Instrument Host Application” and choosing Allow from the popup menu.

4 Hide Text

=10l
@ N o= B procrams
i —] All Systems Active
@ Help
Main Programs
Programs Access Server
| Trusted Internet Trusted Internet
j Application Layer Gateway Service | ? ? | ? ? |
& Firetox | J ? ?
j Feneric Host Process for Win32 Serv...é J J J X
SB GoToMesting J J ? ?
@ Internet Explorer J J ? ?
7] microsott wiord ? x ? x
B PRIEM Instrument Host Application J J J J
j Spoolker SubSystem App x
j SGL Server Service Manager x
71 TcPap Ping Cammand J
J Windowes Explorer J
BA Zaone Labs Cliert ?
Entry Detail
Product name PRISM Software
File name COProgram Files'RDAPRISMIPRISM Host exe
Last policy update Mot applicable A
“ersion 1.04.0
Last modified date 1072672005 15:37:20
File zize 1024 KB

E. Close ZoneAlarm by clicking the X in the upper right corner of the ZoneAlarm window.
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